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Abstrak

Penelitian ini membahas tindak pidana penipuan identitas dengan modus
cinta di media sosial dalam perspektif hukum pidana dan hukum pidana
Islam. Fenomena ini semakin meningkat seiring dengan kemajuan
teknologi digital yang memudahkan pelaku untuk memanipulasi identitas
demi memperoleh keuntungan emosional maupun finansial dari korban.
Tujuan penelitian adalah untuk menganalisis pengaturan hukum positif
Indonesia terhadap penipuan identitas bermodus cinta di media sosial,
mengkaji pandangan hukum pidana Islam terhadap perbuatan tersebut,
serta menilai efektivitas penegakan hukum di wilayah hukum Polda Jambi.
Penelitian ini menggunakan metode kualitatif dengan pendekatan yuridis
normatif dan empiris melalui studi pustaka, wawancara dengan aparat
kepolisian (Ditreskrimsus Polda Jambi), dan analisis perbandingan antara
hukum positif dan hukum pidana Islam. Hasil penelitian menunjukkan
bahwa penipuan identitas bermodus cinta diatur dalam Pasal 378 KUHP
dan Pasal 28 ayat (1) jo. Pasal 45A ayat (1) UU ITE sebagai tindak pidana
penipuan berbasis elektronik. Namun, penerapan hukumnya masih
terkendala bukti digital, keterbatasan alat pelacak, dan yurisdiksi lintas
negara. Dalam perspektif hukum pidana Islam, perbuatan ini tergolong
jarimah ta’zir yang dapat dikenai hukuman sesuai kebijakan hakim demi
melindungi kemaslahatan umat.

Kata Kunci: Penipuan Identitas, Modus Cinta, Media Sosial, Hukum
Pidana, Hukum Pidana Islam.

Abstract
This study examines identity fraud using a romance scam modus operandi
on social media from the perspectives of criminal law and Islamic criminal
law. The phenomenon is increasingly prevalent alongside digital
technological advances that enable perpetrators to manipulate identities for
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emotional or financial gain. The research aims to analyze Indonesia’s
positive law regulations regarding identity fraud through online romance
scams, explore the Islamic criminal law perspective on such acts, and
evaluate the effectiveness of law enforcement within the jurisdiction of the
Jambi Regional Police. A qualitative method was employed using
normative and empirical juridical approaches through literature studies,
interviews with the Special Crime Directorate officers (Ditreskrimsus Polda
Jambi), and a comparative analysis between positive law and Islamic
criminal law. The findings reveal that identity fraud through romance
scams is regulated under Article 378 of the Indonesian Criminal Code and
Article 28 paragraph (1) in conjunction with Article 45A paragraph (1) of
the Electronic Information and Transactions Law as an electronic-based
fraud offense. However, its legal enforcement faces challenges such as
digital evidence verification, tracking limitations, and cross-border
jurisdiction issues. In Islamic criminal law, this act is classified as jarimah
ta’zir, a reprehensible act subject to discretionary punishment by the judge
to uphold public welfare.

Keywords: Identity Fraud, Romance Scam, Social Media, Criminal Law,
Islamic Criminal Law.

INTRODUCTION

The rapid development of information technology has brought
significant transformations to the social life of modern society. Social media
has become a primary platform for interaction across age groups, spaces,
and time (Marwan et al., 2022; Sunggara & Hariansah, 2024). However,
behind the convenience of communication and access to information, social
media has also become a medium for the emergence of new forms of crime,
one of which is identity fraud through romantic manipulation, commonly
known as love scams (Coluccia et al., 2020; Wiederhold, 2024). This crime
exploits the emotional vulnerability of victims through psychological
manipulation within online relationships (Wang & Topalli, 2022;
Purwaningrum et al., 2024). In Indonesia, this phenomenon has become
increasingly common, including in the Jambi region, where love scam cases
involve transnational offenders and have social as well as economic impacts
on victims (Sunggara & Hariansah, 2024; Angkasa et al., 2023). This issue is
important to study not only because it concerns digital criminality but also
because it reflects the low level of digital literacy and legal awareness within
society (Pitchan et al., 2025; Purnama et al., 2021). Academically, the issue
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is relevant to be analyzed through a multidisciplinary approach,
particularly criminal law and Islamic criminal law, to formulate legal
solutions that are just and grounded in religious values (Saputra et al., 2023;
Pancasilawati, 2025).

Previous studies have highlighted cybercrime in a general context,
such as hacking, misinformation dissemination, and personal data misuse
(Marwan et al.,, 2022; Sunggara & Hariansah, 2024). However, specific
discussions on identity fraud using romantic schemes on social media
remain limited, especially in relation to law enforcement at the regional
level and within the perspective of Islamic criminal law (Coluccia et al.,
2020; Pancasilawati, 2025). Most studies focus primarily on the technical
aspects of proving digital crimes without addressing the moral and
normative dimensions inherent in the Islamic legal system (Saputra et al.,
2023; Pancasilawati, 2025). Furthermore, research examining the
implementation of positive law at the local enforcement level, particularly
within police institutions such as the Jambi Regional Police (Polda Jambi),
is still scarce (Saputra et al., 2023; Dimyati et al., 2025). This gap underscores
the need for research that integrates normative and empirical juridical
analysis with substantive justice values found in Islamic law (Saputra et al.,
2023; Pancasilawati, 2025).

This study aims to fill the gap in scholarly discussions on identity
fraud through romantic schemes on social media by examining the issue
from two distinct legal perspectives: national criminal law and Islamic
criminal law. Specifically, the research seeks to (1) analyze the regulation
and application of Indonesian positive law concerning love scam identity
fraud (Sunggara & Hariansah, 2024; Saputra et al.,, 2023), (2) examine
Islamic criminal law’s perspective on such acts (Pancasilawati, 2025), and
(3) assess the effectiveness of law enforcement within the jurisdiction of
Polda Jambi (Saputra et al., 2023; Dimyati et al., 2025). The study employs
both normative and empirical juridical approaches through literature
review, interviews, and comparative analysis of the two legal systems
(Saputra et al., 2023; Dimyati et al., 2025). Thus, this research is expected to
contribute to the development of criminal law grounded in ethical and
moral principles of Islam while also offering practical recommendations for
law enforcement agencies (Pancasilawati, 2025; Saputra et al., 2023).

This research is based on the hypothesis that identity fraud using
romantic schemes on social media qualifies as a criminal act of fraud under
Article 378 of the Indonesian Criminal Code (KUHP) and Article 28(1) in
conjunction with Article 45A(1) of the Electronic Information and
Transactions Law (UU ITE), with primary challenges involving digital
evidence and jurisdiction (Angkasa et al., 2023; Sunggara & Hariansah,
2024). From the perspective of Islamic criminal law, such actions are
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categorized as jarimah ta’zir, crimes for which specific punishments are not
prescribed in the religious texts but may be sanctioned at the discretion of
a judge to preserve public welfare (Pancasilawati, 2025). The relationship
between positive law and Islamic law in this context demonstrates that both
share the same orientation — protecting victims and restoring social justice
(Saputra et al., 2023; Pancasilawati, 2025). Accordingly, this study argues
that synergy between the two systems can strengthen the effectiveness of
law enforcement in addressing identity-based cybercrime in the digital era
(Saputra et al., 2023; Sunggara & Hariansah, 2024).

LITERATURE REVIEW

Research on identity fraud through romance-based deception on
social media has developed various variable relationships involving
offender motives, modus operandi, victim vulnerability factors, law
enforcement, and legal protection. At least three major analytical tendencies
can be identified: first, studies examining the modus operandi and legal
regulations governing digital identity fraud; second, research focusing on
the psychological and social factors that increase victim susceptibility; and
third, multidisciplinary analyses addressing victim protection and recovery
in love scam cases. Other studies also investigate the effectiveness of Islamic
criminal law in responding to identity fraud, highlighting the relevance of
moral and spiritual values in legal enforcement (Coluccia et al., 2020;
Marwan et al., 2022; Offei et al., 2020).

The first tendency appears in studies that examine modus operandi
and legal regulations related to identity fraud in Indonesia. For example,
research by Dewa Ayu Raka Agil Safitri (2023) analyzes how love scam
offenders operate through social media by using false identities and links
these actions to relevant provisions in the Indonesian Criminal Code
(KUHP) and the Electronic Information and Transactions Law (UU ITE).
The primary focus of this type of research lies in mechanisms of deception,
economic motives, challenges in digital evidence, and the interpretation of
criminal law concerning cybercrime perpetrators, with limited attention to
victim rehabilitation or psychological analysis (Cross & Layt, 2021; Marwan
et al., 2022; Nugroho & Chandrawulan, 2022).

The second tendency —such as the study by Lustia Wijayanti and
Jawade Hafidz (2020) —deepens analysis of factors that make individuals,
especially women, vulnerable to becoming victims of love scams. This
research highlights low levels of digital literacy, victims’ emotional
expectations, self-confidence, and the patterns of intensive communication
between perpetrators and victims. This type of study employs psychosocial
approaches and trust theories, linking psychological characteristics to
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offender strategies in building emotional dependency to achieve fraudulent
goals (Niman et al., 2023; Wang & Topalli, 2022; Balakrishnan et al., 2025).

The third tendency is found in studies discussing protection and
recovery for love scam victims. Research conducted by Nindi Bimantari and
Ni Kadek Dinda Sephia Putri (2023, 2024), for instance, emphasizes the
importance of education, psychological support, identity protection, and
the implementation of national regulations for victim safety. These studies
are supported by victimology and legal approaches that examine victims’
rights, forms of recovery, and preventive as well as repressive legal
protection mechanisms through multi-agency collaboration (Marwan et al.,
2022; Wiederhold, 2024; Purwaningrum et al., 2024).

Although previous studies have explored these issues partially, very
few have elaborated the synergy between national criminal law
enforcement, Islamic criminal law implementation, and psychological
rehabilitation of victims in an integrated model. Crucial aspects such as the
effectiveness of cyber law enforcement at the regional level, coordination
between law enforcement bodies and social institutions, and the application
of Islamic values in protecting victims of digital crimes have not been
examined in depth (Marwan et al., 2022; Saputra et al., 2023; Pancasilawati,
2025). Earlier studies generally separate legal analysis from examinations of
the moral, spiritual, and psychological dimensions of victim recovery, thus
limiting the achievement of comprehensive outcomes (Coluccia et al., 2020;
Offei et al., 2020).

This study responds to these limitations by integrating perspectives
from national criminal law and Islamic criminal law to analyze the
enforcement of legal provisions on romance-based identity fraud on social
media and the protection of victims within the jurisdiction of the Jambi
Regional Police. The new research orientation adopts a multidisciplinary
synergy, combining analyses of law enforcement models, victim
psychological recovery strategies grounded in victimology theory, and the
implementation of spiritual values in building a more comprehensive legal
and protective framework in the digital era (Purwaningrum et al., 2024;
Wang & Topalli, 2022; Pancasilawati, 2025).

RESEARCH METHODS

This study focuses its unit of analysis on individuals and groups who
are victims and perpetrators of identity fraud using romance-based
schemes on social media, with a case study centered in the jurisdiction of
the Jambi Regional Police (Polda Jambi). The units examined include police
institutions, digital security management practices, and actual incidents of
love scamming on online platforms (Cross & Layt, 2021; Coluccia, 2020;
Thumboo & Mukherjee, 2024). The research employs a qualitative design
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with an empirical juridical approach, examining the implementation of law
within social reality and based on facts in the field through literature study
and empirical observation (Hasibuan & Syam, 2023; Fikri, 2024;
Widhaningroem et al.,, 2024). An empirical juridical method is chosen
because it assesses how normative legal provisions are applied in concrete
legal events, thereby revealing how regulations on identity fraud and
victim protection are implemented, as well as the challenges of enforcement
in practice (Fikri, 2024; Affianto & Ishlahuddin, 2025; Widhaningroem et al.,
2024).

Research data were obtained from two main sources: primary data
derived from in-depth interviews with officers of the Directorate of Special
Criminal Investigation (Ditreskrimsus) of Polda Jambi, cybercrime
investigators, and victims of romance fraud; and secondary data in the form
of legal documents, scholarly literature, online news, and regulations
related to digital identity fraud (Hasibuan & Syam, 2023; Fikri, 2024;
Widhaningroem et al, 2024). Data collection techniques involved
structured interviews and field observations, supported by library research
using classical texts, journals, newspapers, and online reports (Bilz &
Johnson, 2023; Fikri, 2024; Kassem & Carter, 2023). Data analysis was
conducted in stages, beginning with data reduction, followed by data
presentation and display, and culminating in conclusion drawing using
normative analysis and comparative assessment between positive law
provisions and the principles of Islamic criminal law (Hasibuan & Syam,
2023; Fikri, 2024; Affianto & Ishlahuddin, 2025). Triangulation was
employed to ensure validity by comparing interview findings,
documentary evidence, and relevant literature (Bilz & Johnson, 2023;
Kassem & Carter, 2023; Buil & Zeng, 2021).

RESULTS AND DISCUSSION

Results

The rapid development of information technology and social media
has brought about major transformations in human interaction, particularly
in the context of social and romantic relationships. Social media platforms
such as Facebook, Instagram, TikTok, WhatsApp, and online dating
applications have become new spaces that are vulnerable to catfishing
practices—identity fraud carried out through romantic manipulation
(scammer love). Interviews with cybercrime investigators at the Jambi
Regional Police (Polda Jambi) indicate a rising trend of catfishing cases
involving fabricated emotional relationships that ultimately lead to material
fraud. Data visualization in the form of investigator quotations highlighting
difficulties in identifying perpetrators due to anonymous accounts and
foreign-based servers further reinforces evidence of this phenomenon.
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Restating these findings helps readers understand the technical challenges
in handling such cases. Identified patterns include: the ease of creating false
identities, the anonymity that emboldens perpetrators, weak identity
verification systems on social media platforms, and the strategic use of
social media to exploit victims” emotional vulnerabilities.

Psychological factors such as loneliness, low self-esteem, and
emotional instability serve as key vulnerabilities often exploited by
catfishers. Additionally, fear, illusions of trust, and other cognitive biases
further increase victims’ susceptibility to deception. Interview data from the
Cyber Unit of Ditreskrimsus Polda Jambi emphasize the psychological
dimensions present in both perpetrators—who often seek social
validation —and victims —who seek emotional attention. Visualizations of
interview excerpts combined with psychological literature illustrate the
centrality of emotional exploitation in these crimes. From a social
perspective, differential association theory suggests that criminal behavior
is learned within social environments that normalize deceit and where
social control is weak. Restatements of these concepts highlight the
interconnectedness between individual psychological vulnerabilities and
permissive digital social cultures as driving factors behind catfishing.
Emerging patterns include unsupervised online interactions, weakened
moral values, and digital cultures that facilitate identity manipulation.

Law enforcement efforts against romance-based catfishing on social
media by the Jambi Regional Police (Polda Jambi) involve preventive,
repressive, and rehabilitative measures. Preventive measures include
digital education and public awareness campaigns; repressive measures
include investigation and digital evidence collection; and rehabilitative
measures include psychological support for victims. Visualized data in the
form of investigator statements highlight major obstacles such as difficulties
identifying anonymous actors, weak electronic evidence, and victims’
reluctance to report cases. Restating these findings clarifies that effective
law enforcement requires a multidisciplinary approach, including
interagency collaboration and enhanced investigator capacity. Identified
patterns include the need for public education, strengthened digital forensic
techniques, victims’ hesitation to report due to trauma, and the importance
of institutional coordination to effectively address these crimes.

Discussion

This study examines the factors contributing to romance-based
identity fraud (catfishing) on social media. The findings indicate that rapid
technological advancement, psychological and social vulnerabilities, and
law enforcement challenges collectively drive the increasing prevalence of
this phenomenon (Hasibuan & Syam, 2023; Wang & Topalli, 2024; Pitchan
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et al., 2025, Thumboo & Mukherjee, 2024). The study confirms a strong
relationship between technological progress, victims" psychological
vulnerabilities, and weaknesses in regulatory systems, which together
enable the rapid spread of deception within digital spaces (Burrell, 2025;
Offei et al., 2020; Cross & Layt, 2021).

The interplay between technological, psychological, and social
factors explains why catfishing is effective and difficult to eradicate (Norris
& Brookes, 2021; Balakrishnan et al., 2025; Shang et al., 2022). Technological
developments provide tools that allow perpetrators to easily create fake
identities and manipulate victims (Wang & Topalli, 2024; Kipngetich, 2025;
Cross & Layt, 2021). Emotional and psychological vulnerabilities increase
victims® susceptibility, while permissive social environments and weak
oversight facilitate the continuation of such crimes (Norris et al., 2019; Offei
et al., 2020; Pituk et al., 2025). This highlights the importance of a
multidimensional approach to combating catfishing (Pitchan et al., 2025;
Thumboo & Mukherjee, 2024; Munir, 2025).

Compared with previous studies focusing on online fraud in general,
this research adds a specific dimension related to romance-based deception,
emphasizing emotional manipulation (Cross et al., 2018; Offei et al., 2020;
Thumboo & Mukherjee, 2024). Unlike earlier studies that highlight technical
or economic aspects, this study integrates psychological and sociocultural
factors that shape victims’ susceptibility and offenders” methods (Norris &
Brookes, 2021; Shang et al., 2022; Balakrishnan et al., 2025). Thus, the study
contributes new insights by combining technological, psychological, and
sociological analyses in the context of digital crime (Pitchan et al., 2025;
Wang & Topalli, 2024; Hasibuan & Syam, 2023).

The social and historical implications of this study show that despite
technological progress benefiting society, new ethical and social dilemmas
have emerged, especially in interpersonal relationships (Burrell, 2025;
Kipngetich, 2025; Buil-Gil & Zeng, 2021). In the digital age, interpersonal
relationships become more vulnerable to manipulation and fraud that
exploit emotional needs (Shang et al., 2022; Thumboo & Mukherjee, 2024;
Pituk et al., 2025). Ideologically, values such as honesty and trustworthiness
are disrupted by catfishing practices that erode the foundations of social
trust (Cross et al., 2018; Offei et al., 2020; Munir, 2025). Therefore, this study
underlines the importance of collective awareness to preserve social
integrity in an evolving technological landscape (Pitchan et al.,, 2025;
Thumboo & Mukherjee, 2024; Hasibuan & Syam, 2023).

Reflections on the implications reveal both functional and
dysfunctional aspects of catfishing. While it may offer insights into new
digital psychological and social dynamics, the dominant impacts are
victims” psychological and financial losses, as well as erosion of social trust
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(Burrell, 2025; Buil-Gil & Zeng, 2021; Kipngetich, 2025). This phenomenon
also challenges law enforcement and society to adapt effective protection
and prevention mechanisms (Munir, 2025; Hasibuan & Syam, 2023; Nyam,
2020). Thus, synergy between technology, law, and social education is
needed to mitigate risks while strengthening digital resilience (Pitchan et
al., 2025; Thumboo & Mukherjee, 2024; Balakrishnan et al., 2025).

Regarding policy implications, the findings call for comprehensive
actions including enhanced digital and legal literacy, strengthened law
enforcement capacity in digital forensics, and development of adaptive
regulations aligned with cybercrime dynamics (Hasibuan & Syam, 2023;
Munir, 2025; Pitchan et al., 2025). Continuous public education should
become a priority, including awareness campaigns on the dangers of
catfishing and strategies to protect oneself both emotionally and technically
(Thumboo & Mukherjee, 2024; Cross & Layt, 2021; Pituk et al., 2025).
Additionally, cross-sector collaboration among government institutions,
educational bodies, and social media platforms is crucial for preventing and
effectively addressing such cases (Pitchan et al, 2025; Thumboo &
Mukherjee, 2024; Munir, 2025).

CONCLUSION

Based on the findings of this study, an important lesson to be drawn
is that identity-based fraud (catfishing) conducted through romantic
deception on social media is not merely a technological issue, but a complex
phenomenon involving psychological, social, economic, and moral-
spiritual factors. This research demonstrates that addressing catfishing
requires a holistic, interdisciplinary approach that does not rely solely on
formal legal mechanisms but also strengthens public morality and digital
education. Awareness of victims” psychological vulnerabilities and the role
of social environments in enabling this cybercrime becomes a crucial
foundation for formulating effective prevention strategies. A deeper
understanding of moral dimensions within Islamic criminal law also offers
new insights for strengthening digital ethics in the modern era.

From a scholarly perspective, this study provides a significant
contribution by integrating multidisciplinary approaches—positive law,
Islamic criminal law, psychology, and information technology — within the
context of cybercrime. The study presents empirical data collected through
direct interviews with investigators of the Special Crime Directorate
(Ditreskrimsus) of Polda Jambi, reinforcing the validity of its findings while
expanding understanding of fraud mechanisms and the challenges inherent
in law enforcement. The approach that incorporates Islamic moral-spiritual
principles as a complement to positive law represents a conceptual
innovation, opening new academic discourse in criminology and
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cybercriminal law, especially in Indonesia. Moreover, this research
introduces psychological and social variables that have previously received
limited attention in catfishing studies.

However, this study has several limitations. The sampling scope is
confined to interviews with police officers in a single region, potentially
limiting the generalizability of the findings at the national or international
level. The focus on legal and law-enforcement perspectives also leaves little
room for a deeper exploration of victims’ viewpoints, which could have
enriched the analysis of psychological and social impacts. In addition,
technological aspects—such as the role of social-media algorithms and
artificial intelligence in facilitating catfishing —have not been discussed in
detail. Future research is therefore encouraged to expand its sampling to
include victims and perpetrators, as well as to integrate more
comprehensive digital-technology analyses to produce clearer and more
applicable insights for addressing this crime.
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